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Background of the D4 project

• As a CSIRT, we handled multiple incidents involving (D)DoS such
as ransom DDoS, active DDoS attacks or incident response during
DDoS activities.

• Our response was often very reactive and we didn’t have actional
information to be more proactive against (D)DoS.

• Our honeypot infrastructure contained a lot of valuable traffic
(such as backscatter traffic) related to DDoS and we didn’t
actively analysed such traffic.

• The sharing of information in the field of DDoS was limited
compared to other threats (based on our experience with MISP).
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DDoS blackmail
Blackmail send by email

‘‘Should we attack ...

There are proofs of our capabilities:

https://twitter.com/apophissquadv2/status/1011743626890760193

Now the real question is are are willing to pay a

lifetime protection fee?

If the answer is positive pay exactly to 2.01 Bitcoin to ...

before before the Wednesday ...‘‘

How serious do you take such mails?
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DDoS services (found by AIL)
Example of a Tor hidden service

How serious do you take such services?
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DDoS activities
DDoS claims

How serious do you take such claims?

5 of 9



D4 project

• Raised from CIRCL research program (HoneyBot project)

• Development of the DDoS detection and monitoring
platform
◦ Deployment of distributed DoS detection devices on voluntary basis

• Open D4 core working setup
◦ Discussions about DDoS strategies, effectiveness of mitigation

techniques and more
◦ Provide open data sets to evaluate the risks of DDoS

• Provision and advisory support services
◦ Extension of CIRCL services especially to AIL and DMA
◦ Training courses based on D4 project results (e.g. DDoS

monitoring/mitigation strategies, network monitoring and analysis)
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Examples of passive DDoS capacity measurements
Mirai
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Examples of passive DDoS capacity measurements
Partial Netis or similar exploits
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Conclusions

• D4 is a collaborative project to gather information about DDoS

• D4 is an open source project1

• Join the project info@circl.lu by joining the core work-group,
contributing monitoring capabilities, contribute to the
software or hosting a sensor

• Co-financed by CEF action No: 2017-LU-IA-0099

1https://www.github.com/D4-project
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